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About the Role

Major accountabilities:

« Monitor global threat intelligence and security systems to identify and assess risks impacting Novartis operations.

o Deliver timely, accurate alerts, threat assessments, and incident reports to support business continuity and decision-
making.

« Coordinate emergency notifications and crisis response workflows using approved platforms.

o Provide secure travel support by evaluating itineraries against geopolitical risks and recommending mitigation
strategies.

o Ensure compliance with ISO 27001 and EN 50518 standards through structured documentation and audit readiness.

o Maintain continuity of operations via comprehensive shift handovers and accurate incident logging.

o Support executive protection helpline and manage sensitive communications with discretion.

« Collaborate with internal and external stakeholders during critical events to ensure effective multi-agency coordination.

Minimum Requirements:

o Bachelor’s degree in Security Management, Risk Analysis, Information Security, or related field (or equivalent
experience).

« Minimum 3-5 years of experience in GSOC operations, threat intelligence, or security monitoring.

o Strong knowledge of ISO 27001 Annex A controls and EN 50518 standards.

o Proficiency in security systems (CCTV/VMS, GPS tracking, alarm monitoring) and emergency communication
platforms.

o Excellent analytical, communication, and decision-making skills under time-sensitive conditions.

o Ability to work in a 24x7 rotational shift environment and maintain strict confidentiality.

Role Requirements

Why Novartis: Helping people with disease and their families takes more than innovative science. It takes a community of
smart, passionate people like you. Collaborating, supporting and inspiring each other. Combining to achieve breakthroughs
that change patients’ lives. Ready to create a brighter future together? https://www.novartis.com/about/strategy/people-and-
culture

Benefits and Rewards: Learn about all the ways we’ll help you thrive personally and professionally.

Read our handbook (PDF 30 MB)

Division

DIV_TO

Business Unit

Administration & Facility

Location

LOC_IN

Site

Hyderabad (Office)

Company / Legal Entity

IN10 (FCRS = IN010) Novartis Healthcare Private Limited
1/2


https://www.novartis.com/about/strategy/people-and-culture
https://www.novartis.com/sites/novartis_com/files/novartis-life-handbook.pdf

Functional Area
FCT_FA

Job Type

Full time
Employment Type
Regular

Shift Work

No
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